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2 LOHATIHDD

EasyPG 7 ¥ A& ¥ M & Emacs ¥ GnuPG OEREZMHE LR THEMES Z N TEET,
Bl Z VXA TG 5 2 [>T T 7 A V&2 BEIRIZHE S5/ L 72 D 5L TE £9, Section 3.6
[Encrypting/decrypting gpg files], p. 6, Z 2L T 723\, 7272UL EasyPG 7Y A&V b
DOHREDTER Yy b 25121, DR LB HRDED GnuPG OEYIRHENBETT,
John Michael Ashley ® GNU ' 14 NY— - NV KT v Z&A > T4 > Tthe GnuPG
user guides (https://gnupg.org/documentation/guides.html) O—# & U TAF-AIEET,
GnuPG DHNA7z L BED AP EZ L TWE T, TR & IIHRAIZ, GnuPG v =
27 )V (see Using the GNU Privacy Guard) I3 & DLW 7 7 LV A ZaTIVD XS 7%
LDTT,
EasyPG 7Y A&X > b - a< Y Ni‘epa-’ THE D £9., #HlxIE,
o Y V%KD BHITIEM-x epa-list-keys
o TIMDI VT THFAMESXENDITIZM-x epa-sign-region
o 77 ANEREIT BIZI1EM-x epa-encrypt-file
o ¥F—H—N—[ZF—%[H\\EDHESIZIIN-xepa-search-keys
EasyPG 7 ¥ A XV b & Emacs DfiOBEEEMEICHEG T 52 LB TE WL D005
PELOMREZIRM L 9, HlXXx.gpg 7 7 M VOB SLEE ST,
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3 axvrvhk
ZOEFREM AN DD OB AT Y REBALET.

3.1 HOEM

BZ 5K EasyPG 7V AR Y M aRES RO — 3 > 72 kdBHZ L2 TL & D, M-x
epa-list-keys \3IAY Y KT U6l 5 ‘gpg--list-keys’ IZHHB L TWE T,

epa-list-keys name mode [Command]
RNEABEY ¥ Dname IZHEHT B TR TOREFRRL LT,

ZDOHHFRD L 572D T,
u A5B6B2D4B15813FE Daiki Ueno <ueno@unixuser.org>

FEIDMF DX FIEZT ODEFEZR L ET, & Lw o, ZOHIIEMIIIZEHS 1
5D UTHIZENTWES, —D2HDOKIZZFDHED ID, %0 ida—¥—1ID T,

TAB CHHZBH TS £d, HDHHHTRET 2 X1 TTHMIVADHE1IRX %22
v $H e, ERUZBEDOE - LEEMAERERD I A TEXT,
u Daiki Ueno <ueno@unixuser.org>
u A5B6B2D4B15813FE 1024bits DSA
Created: 2001-10-09
Expires: 2007-09-04
Capabilities: sign certify
Fingerprint: 8003 7CDO OF1A 9400 03CA 50AA A5B6 B2D4 B158 13FE
u 4447461B2A9BEA2D 2048bits ELGAMAL_E
Created: 2001-10-09
Expires: 2007-09-04
Capabilities: encrypt
Fingerprint: 9003 D76B 73B7 4A8A E588 10AF 4447 461B 2A9B EA2D
MEGE) ¥ 7% Bk 5 I1TI1EM-x epa-list-secret-keys Zffio T 723\,

epa-list-secret-keys name [Command]

B ) > 7 O Oname LAMT BT RTORERRLET,

*Keys* Ny 77 —TRW DDA Y FZAHATEET, K< HIHBRITNW D DOH
EI77ANMIEEHTILETYT, TNIIIEIn 221 T UTHEZERL, 0 22X 1 T ULEET
T7ANKE AN LTLEZI N,

DN EBOEMHIZE Mo a<x Y FTY, TNHDW 20IET 7 1 IV 2GR A
NEITIRO, MFBERE S N TV DA RIZRD £7,

epa-insert-keys keys [Command]
A=V IVDERAITERES Nckeys Z2FAL X T, AT OANIHEZERNT S L%
fRENFET, T4 74V NTIEHEE OpenPGP DEHF 7 —< v bTZ>va—FKL
E

epa-import-keys file [Command]
WE file 2> SHEY V TIZID AAE T,
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epa-import-keys-region start end [Command]|
#t & start & end O OBAEDHEISP» SHEY V7 IZHLDIAAET,
epa-import-armor-in-region start end [Command]|

& start & end OEIDBAEDFEIRIZH S OpenPGP DEEH 7 +—< v o) v 7z
HDIAAE T, epa-import-keys-region & DiE\ Fepa-import-armor-in-region
DI D 5 HEHZEEL T, £ 5 % B —epa-import-keys-region 2LE Y 5 Z

T,

epa-delete-keys allow-secret [Command]
BEININ-PEEZIDRE 9, allow-secret 2’nil TRP o7 OMEREI D RE £
j_o

3.2 FHIK D5 PE 4 D5l

epa-decrypt-region start end [Command]
start Lend D DOBEDHEBZE S L E T, HEINTFANTHEEZES A
9,

epa-decrypt-armor-in-region start end [Command]|

start & end D OBALEDTHIFIZH 5 OpenPGP 2EH 215 LU £9, epa-decrypt-
region & D\ |depa-decrypt-armor-in-region N FHIKIZH HEHZHEL T, %
N5 % % —epa-decrypt-region WU T HZ L TY, Lo TIDIav Yy NiFH
HOFRIZHHICDT FA P 2WEL HA,

epa-verify-region start end [Command]
start £ end D DOBEDHIREZMEEL 9, MAHFERIZI =AY 770Ky 77
Y TEINDY 4V RVIZED Y, HEEELINAZTFANTESHIET,

epa-verify-cleartext-in-region [Command|
start & end DEOBAEDFEIFIZH S OpenPGP D27 V) 7 FF AN - 70y 7 % MGk
U %79, epa-verify-region® Dj#\ ifepa-verify-cleartext-in-region A I
WZHB7VT7TFAN - 70y 7% B LT, T 5 %2& —epa-verify-region DL
HIBHZLTY, LEDPoTIDIARYRIFEZIVTTFAN - Juy 7ORIBIZH S
JTLDTHFANEZHEL XH A,

epa-sign-region start end signers type [Command|
start end D DOBAEDHIRIZEHX L ET, T4 7ANBITEHIVTTFAIDE
£lED £9, BRI E5R 2L BHIMOBLBLDRA TEERT LI L 2K
INET,

epa-encrypt-region start end recipients sign signers [Command|
start & end D DOHBAEDHEHZHES/LL £, ZWMAZERT LI L 2INE T,
BRI A 52 5 LW ST DRI T F A MIBH/RTENE S DeaRoh, yes &
BEATGERBXLIHE SR ERT LI L 2RINET,

epa-keys-select-method (25
Z D2 IFepa-select-keys THDBEHUIM S HEEZBEL T, 714 74 b
fllbuffer Z4HET D &, WEFRTEBRB LN 77 —=BRY TT7v T ULET,
fE Zminibuffer {29 5 &, epa-select-keys (ZfRDODIZI =Ny T 7 NTHED A
NzERDOET, BIIH VI TRY > TADLRITNIERD A,
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3.3 7 7 1 IVDEGEEL DHE

epa-decrypt-file file &optional output [Command]
file 25U %3, b ULEGLUEEREZRNT 27 7 1 IVOAHET % output THRE L7
W&, ENEANTHIL2RODET,

epa-verify-file file [Command]

file ZHGEEL £,

epa-sign-file file signers type [Command|
file IZBHUEY, HELIBEGA 2 L BHIMEIPEBXLORA T2ERT L L
ERINFT,

epa-encrypt-file file recipients [Command|

file ZWE5 b L 9, ZMAZERT LI e z2fdInhxd,

3.4 Dired D#fi&
BasyPG 7 ¥ A& ¥ M GNU Emacs @ dired €— RZHLEL T, 7 7 1 VOB EH
DEENTED LDITLET, HIZIFTIRD LI BRI ENTEET,
M-x dired
(WL DDDT 7 AIISBIRY— I &2 1FT)
: e (or M-x epa-dired-do-encrypt)
(m'" TERAZZRLT [0K] 22U v P)
BIROF—=2E0 B TonTVET,

:d RN—=0U3INT77AMNVEESLET,
PV R—IIN=T 7 ANVERGEL £,
:s Y= 3INETTAIVIZEZLLUET,
e N—U3INT 7 AINVERESLL T,

3.5 Mail E— FO#E

EasyPG 7Y AR Y MEA VT4 Y OpenPGP A v — Y DIEK%E XTI 572DI1Z< 1 F
—E — Nepa-mail-mode Zf&ftL £3, 1> F 4 ¥ OpenPGP A vt —I %, BAHZ
MIME 7 4 —< v ;2 312ED OpenPGP blobs (/N1 F U =T —&) 2 XA v —IY DR
MDA Z 212 &> T, BAZ U VRS L BT A -V 2ESEHRNLEATT,
H: 1> 74 Y OpenPGP 3R I N ¥+ A, PGP/MIME % i 5 Z & %% 2
%5 N & T, Inline OpenPGP in E-mail is bad, Mm’kay? (https://josefsson.org/
inline-openpgp-considered-harmful.html) Z S L T 72X\,
epa-mail-mode Z AMIZTHELUTDOF—DEOYToNET, ZOVYAF—E—F%2H
WNZ T B1T13C-u 1 M-x epa-mail-mode & FEITT 20 HARLDA VR —T z— A% @
U TI772 > TL 723 W (M-x customize-variable epa-global-mail-mode %A L T 72X
W),

C-c C-e C-d and C-c C-e d
BWEDNY 77 =125 % OpenPGP EHZE S L 9,


https://josefsson.org/inline-openpgp-considered-harmful.html
https://josefsson.org/inline-openpgp-considered-harmful.html
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C-c C-e C-vand C-c C-e v
BAEDNY 77 —1ZH 5 OpenPGP D27 VT FHF AN TELINZAvE—Y
EMGELET, & UMAS»DOBETHRIED RS 2546, Z0avy NiEzo
—%FLET,

C-c C-e C-s and C-c C-e s
T4 T ANVIDEEF > THAEDNY 77 —PNOBLZINIZAvE—I%ED
¥9, BUESIRE S5 2B HENGEMNIERNZ ENTEET,

C-c C-e C-e and C-c C-e e

BIHEDONY 77— olEE Iz Ay —V%2EVET, T4 74V NTlE
A=)LDANY X—=Dto’, ‘cc’s BLKFbec’ 714 —IVRPSZHAY X NEEA
S UET, ZMAV A MDD %EEDH\WGEIL"/ . gnupg/gpg .. conf
Tlencrypt-to’ A 7> a vEffio T2, ZDEEIXepa-nail-aliases
DANZMHoTZIMAT RVAZHEESMAET, TOA TV a v EREDZE
ANZEEFAADHRE LR WZDIZMHS 2 TEET,

B 5 A5 . ZMADER, BEHTE2NES P, BITLEORTESH
TEPENGENIHRTHIENTEET,

3.6 gpg 7 7 1TV ELEEE

T4 7 AN NTIEAHTD . gpg THROZ 7 71 VIEEESLI N0 LTHRbONE T, Bl
LEZDEI BT 7 ANVERS L, BEINEEEOHLOTRRIEZSINAETFAIY
Ny 77 —IZHAINET, FHKRIINY 77 —%foo.gpg 7 7 1 NVIZE—TF 2% LHEE{b
INTT —ABEPNET,

MOTNY 77 —%MEHT 7 A IIBRGFEL LD T DL, EasyPG 7Y AKX Y MEAN
v 7 7 —*Keys* IZHBIHD Y AN ERKRLU T, £TICHEFILTE2HRDZELZEINT S
ZEMTEET, Ny 77 —DERDFHIHIZ DWW TidSee Section 3.1 [Key management],
p. 3. ZOXZEHEZENT SFIHIZ ZOETERIRT 54 Mepa-file-encrypt-to & &
Uepa-file-select-keys Z W AXYA XATEHILIZL > THIRITHI LN TEET,

DB TZEHEZZRLLWE S, EasyPG 7 ¥ A X ¥V MMINFREERS = % iV £ 97,
ZTOFER, Ny T 7 —BEFTE-CICNRAT L =X & 20 AN LRITNE RS WL, 7
7ANEGARIND L FICEHBIINAT L= ZADANBBEICZD T, ThiE, GnuPG
I—Vzxzy M DR EEVIESKDM T 7 A VGEARD FHIZANAT L =% F v v ¥
ALUETH Ny 77 —DRFHIZEF Yy a2 5TY, £0%<DOFEHRIESee
Chapter 6 [Caching Passphrases]|, p. 11.

HO CHORNZES 56, TUIEZEHL U TERIRT 52 LN TE, BasyPG 7V A
Ry MEZEDT 7 A IIZARBIE S ZHHL £9, GnuPG IZARMBEEE# > TSk 2 517
TEDT, Ny 77 —REDGEFNAT L —=AD AN ZRKD SN EFFAN, GnuPG T—
VY bhDFyyYaBEITIU T, 77 AIVEARD DEEIF ST L — XD AT %K
HoNdZeBHYET,

FRDE ST, 77 AN EESILE XOEST 572012 BasyPG 7Y ARV MEd 55
EORMD F T, WHETE77AVDT V=V FFAL - AVTF VY EEL RN RH
M7 74 NVEMHNET, BEasyPG 7Y AKX v bE, Bi%temporary-file-directory (see

VAT PEDORVT 7 A VRSB XOEET 5L 18, ROWEFIBICREHL L TETA—LT R
VAZRMMHT 2 0EIEH D £H A, backup Xaccount database &, DN DOHRIZET 2 k% fR4LT
SHHEEADXTFF| 2[5 TEET,
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Section “Generating Unique File Names” in GNU Emacs Lisp Reference Manual) 73K3
TALVZ M) =D PFCENSZEKLET, TUV—VTFAMORBZEL{BVDT
b, A x0T LI M) —TRESIINLT 7 AVY AT LE[HHL TS
7230,

EEbI N7 7 A IVDHZR/NR —Videpa-file-name-regexp CTHIMHITH I LN TE
9,

epa-file-name-regexp (225
EaflbINzdbDe U THFbNd 7 7 A VHIZERT 5 IEREH T,
Z DEIEIIM-x epa-file-disable THEXNIZ, % L TM-x epa-file-enable TIGIZRT
ZENTEET,

epa-file-disable [Command]
*.gpg 7 7 A VO HBIGSL/E S EEIT L X7,
epa-file-enable [Command]

*gpg 7 7 A INVOHEE S/ ETEARIIL £,

T 4 7 4 )V b Tliepa-file XX FRIERT 5 (symmetric encryption), SWHZ % L /XA T —
FIZHEDWEES 2B 5 & U T, b0 IZARBENS S (public key encryption) % {#\ 7z
WD THIIEN-x epa-file-select-keys Z{TH> T IV, T5LF—%EINT L7
DDNFEENRY 7T v TUET,

epa-file-select-keys [Command]

BEFNT WS 7 7 A V&2 KRBT ST 572D DZIADH 2 EIRL £7,
Z#lepa-file-select-keys TT 1 7 AN NDEHWERAEEF T LI L HTEET,

epa-file-select-keys (2554
HEAEINT 27-DDONGERERY TT7 Yy TT50E5 0% £7,

BEZHH S 7 7 AT DWTIR, EDIESHRE S REN % 7 7 1 VAL (see Section
“Local Variables in Files” in The Emacs Editor) %47 L C Emacs IZ{ZATH L T IRV
ZZNbULNEHA, ZOHMIZIEE — IV EHepa-file-encrypt-to Zffio T 72X
W,

Bl ZIX ELisp 7 7 1 V& BT A —)L7 N L A‘ueno@unixuser.org’ \ZXIIng 5 23 FHfERS
BTHESELZVDTHNX, ZDOT7 7 A IVDRIEIZULTOITEZMA T ZE W,

;3 —*— epa-file-encrypt-to: ("ueno@unixuser.org") —%—

WHZ 7 7 A V% H 2 (epa-file-select-keys 2 DHIZE DL 5 F) WFRHERS 5 THE (b

LEWVWDTHNE, TOFEZUTOEIITEHLTILI W,
;3 —*%— epa—-file-encrypt-to: nil —*-

H &G 51t/ 5 OEE 2 HlfE 3 2 MO LBUILL T D@D T,

epa-file-cache-passphrase-for-symmetric-encryption [ 2544
nil A DES - 7= SNBSS DDA TV —X %2 Fyv>alxd, 547
)V Mi#ldnil TY,
LR LEOMENPS, 20TV aviE T4 7AVITATZIZHR>TWT, 52 L
EHRELUEEA, RODIZ, ZLDOGERIUMAFEEZ KD LR HETIT RS 2 e
TE5GnuPGC T—Y YV hElS5 2 2FRL T ZI WV, FMIZDOWTIX, See
Chapter 6 [Caching Passphrases]|, p. 11.
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epa-file-inhibit-auto-save (25
nil UADMEZ > 7= SV T WA SbEI N7 7 A VOBt — T 28U £T,
T4 74 MElkt T,

3.7 Querying a key server
epa-search-keys ¥V F&ffio T, GPG F—H—N—IZM\WEDLEL I ENTEET,
Z O Emacs 3AH T30 —KTEH v 77 —%2 Ky 77y 7L, TZTHADF
VAR —A RO AG(BLOEMTR) ZENTEET,
ZDF —OMFREREFRTENY 77 —Tld, £ IV Y NE2fioTHF—2MVIAT LS
WY=L Thox 2o TF—2MWMDIAAT(BLIOF—) Y AHMAAAT) <7230,
Z¥lepa-keyserver T, XY —N—ZfJ\0EbEI1E2HERLET,



4 GnuPG ONN—Y 3 > H

2023 4F 6 HEAE GnuPG (21X 3 DDOMEEIN AN H D £97; 24, 22, 8LV 14 TT,
GnuPG N— 3 ¥ 2.4.1 PAFEIZGnuPG bug T6481 (https://dev.gnupg.org/T6481) D
WEBEZITTWT, Emacs TIRIFEAEHZFHA, D &dH GnuPG N—Ya v 24.1
Tl TONRTIZHTERYFHREFEELTWT, ARV —FT 4 VI VAT LEZIZT 4 A b
D a—va v TIZRELTWAEEEERD D 9, GnuPG 14 XL Y —N"—=V 3
VEARINET,

TR T, ERRDO 7 Iy FIXTRT, HEARNLL—ZT —ZATld Emacs TRIEZ <
FET BI1XTTY, 7272L. Emacs 55 E HIZR X 200% LW E UMD 70 R
WHoFET,

o CnuPG 2.1 DHEMMNT B72DDT7 +—< v b 14 280 3, FHIE GuuPG
2.1 TERI NN 1.4 TERZBVIAD LR VWEWD ZETT,

e GnuPG 2.1 l¥gpg-agent LHET H72DICEHET FLVAD Unix KAA V7w b
ZHVWE T, GnuPG 2.0 & 1.4 TN T AHGPG_AGENT_INFO BRIZABUI MM L F
T, ZOZ2E, bLIPBRIZDOYAT LI GnuPG 2.1 & 14 DlifAHL LT 5L,
GnuPG 1.4 KD gpg a3~ ¥ Ri% 2.1 25t bgpg-agent 2 (D b ZDF F
T AR WZ L 2ERLUET,

e GnuPG 2.1 (2.1.5 LAB#) 1% Emacs @ I =Ny 7 7 — 5 [E# Pinentry 2 A1 5 Z
EMTEE T, See Chapter 5 [GnuPG Pinentry], p. 10.


https://dev.gnupg.org/T6481
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5 GnuPG Pinentry

GnuPG A —YY OEELHEKEFIL Pinentry T3, ZiUZ &L > T GnuPG 2ERT 5 /82

TV—A%LRIIANTEHIENTEET, GnuPG TR TTY @&O)plnentry tty
LT A7 by TERBEHOIEER 57 1 b - X4 70, #ilZIXpinentry-gnome3
IZEBET, B4 7025 L% Pinentry & UTIREL 9, @FE ARV —FT 1 7Y

ATLIZEST, ZNH6DENDAT 74V N THAINEPDPRED £,

BARI 72 Pinentry 7027 LADEIRIZE 5T, DL SWVWOHE Tk, YDk
2 GnuPG A AT L — R BRT 2 hDHIIYESND 2 LIERLTL 30, HH
DERIZ DWW TlEChapter 6 [Caching Passphrases], p. 11, 22 L T2\,

WL DDDREZTTD &, Emacs (X Pinentry D& 2R3 TEET, GnuPG
2l5m%?ﬂ%f%éw%§%a ERIE. Emacs IZE>T MU A—ENBY 7T A +D
Pinentry & UC Emacs B ZHT 22 & T, 72& 2K, #id'.gpg TRDOBE 7 74
Ve HEES L2 AL CH<GE. 2OV 7T A MDA 7 L —X% Emacs IZANT S
BERHBTL & D,

\,O)b\ﬁ/)@%]oopback Pinentry (Z1%, Emacs ) E— M E7z li?‘aFX ~ SRR S
TG ICHBEEET 2 2 VWO BMORMELH D £7, ﬁ?ﬂ”é—% z

1. &7 3 vallow-loopback-pinentry Aigpg-agent IZi%E I 11T b\%ﬁ & &AL
TLEXV, ZNET 14 74NV THBERETT, See Section “Option Summary” in
Using the GNU Privacy Guard.

2. Emacs TZ#epg-pinentry-mode % loopback (ZHAX YA AL TL 723\,

Loopback Pinentry lZgpgsm TIZFERE L 72V D T, EasyPG X Z DR EZWHT A2 &
ICHERLTLEI W,

Emacs % Pinentry & U CHiH T 272D HTE A2 ATV a vigficet H b %
$, pinentry-emacs ¥ 7zldgpg-agent O 7> 3 > Tdh Hallow-emacs-pinentry & If
£ 5 Pinentry BWROM20E LNFEHRHA, 2720, TIN5 IEFLZETHRVIEIEENTY
% (semi-obsolete) £ZEZX 6NTWT, ARV—T 4 VITVATLRT A AN a—T =
VIZEoTEYFR—bINTOWARWATREMEDH D £9, 72& Z1X, Debian GNU/Linux I,
EEDIV—T Ny 7 Pinentry ®A %YV HR— ML £,
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6 Caching Passphrases

HLULAEULZ7 7 A VERWEZDEHUZ DT 2BaNEL2HEDTHNIE, NATLV—X%& XA
TTE5DFEHLTHOLULWEETL &5, GnuPG & EasyPG 7 AR ¥ M, —E DK
RS> THRIDNAT V- X2 iliBT 2L RIELET, oz e, AT —
X2 ASTUVETZITHEAE T, UPLULEBSZOREIFDLZIAAA->TVWET, Th
. A VA=l I NTWVWS GnuPG DhR(see Chapter 4 [GnuPG version compatibility],
p. 9). WS AT RS, £ L T GnuPG Agent Z{HW2W0WhEINIZXE0 5
TY, UNIZWL O 0&MBRH D £9,
1. GnuPG "= 3 > 1.4 ORbD DI 2.0 ENLED S D % £ 957
2. AFHBEN S TR SRR 5 2 Vv X 37
3. GnuPG Agent %72\ T A7
HIRT-DREIFIZHIET DR EIFIRDMED T,
1 2 3 Configuration
Yes Yes Must GnuPG Agent Z2{fZ 5 K 5I1ZLTL7ZE
W,
Yes No  Must GnuPG Agent Z{fZ 25 K 5IZL T
W,
No Yes Yes Elisp DNAT7L—X-Fyrviazflio
TLEZZ W,
No Yes No  Elisp DA77V —X-Fyrvyiazflio
TLEZ W,
No No Yes GnuPG Agent Zfiz5L512LTL7ZX
W,
No No No GnuPG Agent 6L CIXTZ £HA,
GnuPG Agent Zf#H % 5 & 5129 5% (Z1LSection “Invoking GPG-AGENT” in Using the
GNU Privacy Guard OFiBHIZHE > TL 7ZE W,
Elisp D/X A7 L —X - F ¥ v ¥ a%l5IZiLepa-file-cache-passphrase-for-
symmetric-encryption Z#IZnil YA DHE %23 E L T 72\, See Section 3.6 [En-
crypting/decrypting gpg files], p. 6.
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7T NTVYER—}

EasyPG 7Y A& ¥ b DNJ L FERMEIZ Emacs BIFEF — L BEFRIZ/HL LU TWE T, #H
FREDEELREL BB WICEHI L £9, M-x report-emacs-bug (see Section “Bugs” in
Reporting Bugs) Zf#i> T 72X\,

NZVKR—b2ELL SR, 2OMELZHHRT272008ELZ +2EE S LE S IZLF
HNZFHAL T ZEI W, T SICEDNTZEIET 272D BERIFEHREUTDO LS ITHED
TLZIW,

e GnuPG OD/NN—Y 3V, ‘gpg --version’ DRI HDTT,
o GnuPG D#E, ~/.gnupg/gpg.conf OHEH T,

NTHH S BRI/ . emacs 7 7 1 ) Tepg-debug £ I1Znil YA DEZE L T,
FDNT % BEMRLU T IV, £ LT *xepg-debugx Ny 7 7 —DHEZ2EDH T2
Wo Ny 77 —HOBAIOXFITEATH S I LITHERLTLZI W,
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8% A GNU Free Documentation License

Version 1.3, 3 November 2008

Copyright (©) 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc.
http://fsf.org/

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and
useful document free in the sense of freedom: to assure everyone the effective freedom
to copy and redistribute it, with or without modifying it, either commercially or non-
commercially. Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible for modifications
made by others.

This License is a kind of *‘copyleft”, which means that derivative works of the document
must themselves be free in the same sense. It complements the GNU General Public
License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because
free software needs free documentation: a free program should come with manuals
providing the same freedoms that the software does. But this License is not limited to
software manuals; it can be used for any textual work, regardless of subject matter or
whether it is published as a printed book. We recommend this License principally for
works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a
notice placed by the copyright holder saying it can be distributed under the terms
of this License. Such a notice grants a world-wide, royalty-free license, unlimited in
duration, to use that work under the conditions stated herein. The ‘“‘Document”,
below, refers to any such manual or work. Any member of the public is a licensee, and
is addressed as ‘“‘you”. You accept the license if you copy, modify or distribute the
work in a way requiring permission under copyright law.

A “Modified Version” of the Document means any work containing the Document or
a portion of it, either copied verbatim, or with modifications and/or translated into
another language.

A “Secondary Section” is a named appendix or a front-matter section of the Document
that deals exclusively with the relationship of the publishers or authors of the Document
to the Document’s overall subject (or to related matters) and contains nothing that
could fall directly within that overall subject. (Thus, if the Document is in part a
textbook of mathematics, a Secondary Section may not explain any mathematics.) The
relationship could be a matter of historical connection with the subject or with related
matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The “Invariant Sections” are certain Secondary Sections whose titles are designated, as
being those of Invariant Sections, in the notice that says that the Document is released
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under this License. If a section does not fit the above definition of Secondary then it is
not allowed to be designated as Invariant. The Document may contain zero Invariant
Sections. If the Document does not identify any Invariant Sections then there are none.

The “Cover Texts” are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released under
this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may
be at most 25 words.

A “Transparent” copy of the Document means a machine-readable copy, represented
in a format whose specification is available to the general public, that is suitable for
revising the document straightforwardly with generic text editors or (for images com-
posed of pixels) generic paint programs or (for drawings) some widely available drawing
editor, and that is suitable for input to text formatters or for automatic translation to
a variety of formats suitable for input to text formatters. A copy made in an otherwise
Transparent file format whose markup, or absence of markup, has been arranged to
thwart or discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that is
not “Transparent” is called ‘“‘Opaque”.

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTEX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF designed
for human modification. Examples of transparent image formats include PNG, XCF
and JPG. Opaque formats include proprietary formats that can be read and edited
only by proprietary word processors, SGML or XML for which the DTD and/or pro-
cessing tools are not generally available, and the machine-generated HTML, PostScript
or PDF produced by some word processors for output purposes only.

The “Title Page” means, for a printed book, the title page itself, plus such following
pages as are needed to hold, legibly, the material this License requires to appear in the
title page. For works in formats which do not have any title page as such, ‘‘Title Page”
means the text near the most prominent appearance of the work’s title, preceding the
beginning of the body of the text.

The ‘“publisher” means any person or entity that distributes copies of the Document
to the public.

A section “Entitled XYZ” means a named subunit of the Document whose title either
is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a specific section name mentioned below, such
as ‘‘Acknowledgements”, ‘‘Dedications”, ‘‘Endorsements”, or ‘“‘History”.) To ‘‘Preserve
the Title” of such a section when you modify the Document means that it remains a
section “‘Entitled XYZ” according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that
this License applies to the Document. These Warranty Disclaimers are considered to
be included by reference in this License, but only as regards disclaiming warranties:
any other implication that these Warranty Disclaimers may have is void and has no
effect on the meaning of this License.

2. VERBATIM COPYING
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You may copy and distribute the Document in any medium, either commercially or
noncommercially, provided that this License, the copyright notices, and the license
notice saying this License applies to the Document are reproduced in all copies, and
that you add no other conditions whatsoever to those of this License. You may not use
technical measures to obstruct or control the reading or further copying of the copies
you make or distribute. However, you may accept compensation in exchange for copies.
If you distribute a large enough number of copies you must also follow the conditions
in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly
display copies.
3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of
the Document, numbering more than 100, and the Document’s license notice requires
Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all
these Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers must also clearly and legibly identify you as the publisher
of these copies. The front cover must present the full title with all words of the title
equally prominent and visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve the title of the
Document and satisfy these conditions, can be treated as verbatim copying in other
respects.

If the required texts for either cover are too voluminous to fit legibly, you should put
the first ones listed (as many as fit reasonably) on the actual cover, and continue the
rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100,
you must either include a machine-readable Transparent copy along with each Opaque
copy, or state in or with each Opaque copy a computer-network location from which
the general network-using public has access to download using public-standard network
protocols a complete Transparent copy of the Document, free of added material. If
you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will
remain thus accessible at the stated location until at least one year after the last time
you distribute an Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the Document well
before redistributing any large number of copies, to give them a chance to provide you
with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions
of sections 2 and 3 above, provided that you release the Modified Version under precisely
this License, with the Modified Version filling the role of the Document, thus licensing
distribution and modification of the Modified Version to whoever possesses a copy of
it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the
Document, and from those of previous versions (which should, if there were any,
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be listed in the History section of the Document). You may use the same title as
a previous version if the original publisher of that version gives permission.

List on the Title Page, as authors, one or more persons or entities responsible for
authorship of the modifications in the Modified Version, together with at least five
of the principal authors of the Document (all of its principal authors, if it has fewer
than five), unless they release you from this requirement.

State on the Title page the name of the publisher of the Modified Version, as the
publisher.

Preserve all the copyright notices of the Document.

Add an appropriate copyright notice for your modifications adjacent to the other
copyright notices.

Include, immediately after the copyright notices, a license notice giving the public
permission to use the Modified Version under the terms of this License, in the form
shown in the Addendum below.

Preserve in that license notice the full lists of Invariant Sections and required Cover
Texts given in the Document’s license notice.

Include an unaltered copy of this License.

Preserve the section Entitled ‘“‘History”, Preserve its Title, and add to it an item
stating at least the title, year, new authors, and publisher of the Modified Version
as given on the Title Page. If there is no section Entitled ““‘History” in the Doc-
ument, create one stating the title, year, authors, and publisher of the Document
as given on its Title Page, then add an item describing the Modified Version as
stated in the previous sentence.

Preserve the network location, if any, given in the Document for public access to
a Transparent copy of the Document, and likewise the network locations given in
the Document for previous versions it was based on. These may be placed in the
“History” section. You may omit a network location for a work that was published
at least four years before the Document itself, or if the original publisher of the
version it refers to gives permission.

For any section Entitled ‘*Acknowledgements” or ‘“Dedications”, Preserve the Title
of the section, and preserve in the section all the substance and tone of each of the
contributor acknowledgements and/or dedications given therein.

Preserve all the Invariant Sections of the Document, unaltered in their text and
in their titles. Section numbers or the equivalent are not considered part of the
section titles.

Delete any section Entitled ‘“‘Endorsements”. Such a section may not be included
in the Modified Version.

Do not retitle any existing section to be Entitled ‘‘Endorsements” or to conflict in
title with any Invariant Section.

Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify
as Secondary Sections and contain no material copied from the Document, you may at
your option designate some or all of these sections as invariant. To do this, add their
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titles to the list of Invariant Sections in the Modified Version’s license notice. These
titles must be distinct from any other section titles.

You may add a section Entitled ‘“‘Endorsements”, provided it contains nothing but
endorsements of your Modified Version by various parties---for example, statements of
peer review or that the text has been approved by an organization as the authoritative
definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up
to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modified
Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be
added by (or through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or by arrangement
made by the same entity you are acting on behalf of, you may not add another; but
you may replace the old one, on explicit permission from the previous publisher that
added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission
to use their names for publicity for or to assert or imply endorsement of any Modified
Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License,
under the terms defined in section 4 above for modified versions, provided that you
include in the combination all of the Invariant Sections of all of the original documents,
unmodified, and list them all as Invariant Sections of your combined work in its license
notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but different contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined
work.

In the combination, you must combine any sections Entitled ‘‘History” in the vari-
ous original documents, forming one section Entitled ‘‘History”; likewise combine any
sections Entitled ‘‘Acknowledgements”, and any sections Entitled ‘‘Dedications”. You
must delete all sections Entitled ‘‘Endorsements.”

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released
under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you
follow the rules of this License for verbatim copying of each of the documents in all
other respects.

You may extract a single document from such a collection, and distribute it individu-
ally under this License, provided you insert a copy of this License into the extracted
document, and follow this License in all other respects regarding verbatim copying of
that document.
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7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent
documents or works, in or on a volume of a storage or distribution medium, is called
an ‘“‘aggregate” if the copyright resulting from the compilation is not used to limit the
legal rights of the compilation’s users beyond what the individual works permit. When
the Document is included in an aggregate, this License does not apply to the other
works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document,
then if the Document is less than one half of the entire aggregate, the Document’s Cover
Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they
must appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations
of the Document under the terms of section 4. Replacing Invariant Sections with
translations requires special permission from their copyright holders, but you may
include translations of some or all Invariant Sections in addition to the original versions
of these Invariant Sections. You may include a translation of this License, and all the
license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of
those notices and disclaimers. In case of a disagreement between the translation and
the original version of this License or a notice or disclaimer, the original version will
prevail.

If a section in the Document is Entitled ‘‘Acknowledgements”, ‘‘Dedications”, or ‘‘His-
tory”, the requirement (section 4) to Preserve its Title (section 1) will typically require
changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, or
distribute it is void, and will automatically terminate your rights under this License.

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if
the copyright holder notifies you of the violation by some reasonable means, this is the
first time you have received notice of violation of this License (for any work) from that
copyright holder, and you cure the violation prior to 30 days after your receipt of the
notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have
been terminated and not permanently reinstated, receipt of a copy of some or all of the
same material does not give you any rights to use it.
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10.

11.

FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in spirit
to the present version, but may differ in detail to address new problems or concerns.
See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document
specifies that a particular numbered version of this License ‘“‘or any later version”
applies to it, you have the option of following the terms and conditions either of that
specified version or of any later version that has been published (not as a draft) by
the Free Software Foundation. If the Document does not specify a version number of
this License, you may choose any version ever published (not as a draft) by the Free
Software Foundation. If the Document specifies that a proxy can decide which future
versions of this License can be used, that proxy’s public statement of acceptance of a
version permanently authorizes you to choose that version for the Document.

RELICENSING

“Massive Multiauthor Collaboration Site” (or “MMC Site”) means any World Wide
Web server that publishes copyrightable works and also provides prominent facilities
for anybody to edit those works. A public wiki that anybody can edit is an example of
such a server. A “Massive Multiauthor Collaboration” (or “MMC”) contained in the
site means any set of copyrightable works thus published on the MMC site.

“CC-BY-SA” means the Creative Commons Attribution-Share Alike 3.0 license pub-
lished by Creative Commons Corporation, a not-for-profit corporation with a principal
place of business in San Francisco, California, as well as future copyleft versions of that
license published by that same organization.

“Incorporate” means to publish or republish a Document, in whole or in part, as part
of another Document.

An MMC is “eligible for relicensing” if it is licensed under this License, and if all works
that were first published under this License somewhere other than this MMC, and
subsequently incorporated in whole or in part into the MMC, (1) had no cover texts
or invariant sections, and (2) were thus incorporated prior to November 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site under
CC-BY-SA on the same site at any time before August 1, 2009, provided the MMC is
eligible for relicensing.
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ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the
document and put the following copyright and license notices just after the title page:

Copyright (C) year your name.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.3
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover
Texts. A copy of the license is included in the section entitled ~~GNU
Free Documentation License''.
If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the
“with. .. Texts.” line with this:

with the Invariant Sections being list their titles, with
the Front-Cover Texts being list, and with the Back-Cover Texts
being list.
If you have Invariant Sections without Cover Texts, or some other combination of the
three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examples in parallel under your choice of free software license, such as the GNU
General Public License, to permit their use in free software.
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